39y luwoele Lodlzsé bvol>e Kubernetes wos
2959 WleuolJ Islove JJezeses
lJpzossle

I 93,00
I v Jo
lJzJ

lJp 9500

S o3l Idpwows puvdds ludble propds 9> solzool IUgpdle g0l ..5-;J_9¢, Jrsop wblpe
Ilispe eJs Kubernetes p oowswo JIJE) po 365 s9pl. £Jl9é gds 3JI Vluo spy wldgbsle
IJJLes Jluodlz 1Jes 8 sepd uuwes leoslbss po IJuble IUQkse eds Bless oo, ulsouw.

IJpuivd Jé

W& P9 b pu 9w IJIVe,)luos Idpeww gds wble Kubernetes cluster. wuwos Lodlzso
=L,i‘uobIc, lJepsd. Ju wwpdy pu 1U9uosd IJs pee9ed Cisco CloudCentre (CCS). gds IUsgp pu
lwol gwobbd whbo) gds Idubluis Jo wopdy pu oumrsd 1U3g9d. Bl luodde 1Js slzes yub,
l9lo, Kubectl, W we s 03l 1Ugbl "swed; IUlouold oldglhe: x509: [uwow Lodless Iduuoelss |9
Jo we> Loldes ues."

Spdud ouvgsd o3l 1duulez IJuuos IJluuluss Joss obst luwole Lodless uobsleop:

for crt in /etc/kubernetes/pki/*.crt; do
printf '"%: %\n' \
"$(date --date="3$(openssl x509 -enddate -noout -in "$crt"|cut -d= -f 2)" --is0-8601)" \
"$ert”
done | sort
SpJdud lsuol Idgwy) eds uvsy £pd OpenSource J Action Orchestrator [U>s yws99p vl 906
03l s9psl souusooe wldpuuvddle.

https://github.com/cisco-cx-workflows/cx-ao-shared-

workflows/tree/master/CCSCheckKubernetesExpiration _definition workflow 01E01VIRWZDE?24
mWIsHrgCGB9xUix0f9ZxG

IJzJ

Sew lelé 1uosh Idybeble Izrs»8 g,y Kubeadm go) wble IJpzesgs: 9p0 wp Szw lehs Lop
€93 1dgled |Js Il gwlgwsle.

1. 8p vouwesd 1Jxgsd 1Js £826 Hissuwss.

2. lzuod eds guslu IP 1Ugluo wo gw) &yue gulssu IP.


https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG
https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG
https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG

[root @x-ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 kubernetes]# i p address show
1. lo: <LOOPBACK, UP, LOAER UP> ntu 65536 qdi sc noqueue state UNKNOMN group default glen 1000
I'i nk/ | oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00

inet 127.0.0.1/8 scope host |lo

valid_Ift forever preferred_|ft forever

2: eth0: <BROADCAST, MULTI CAST, UP, LOAER _UP> ntu 8920 qdisc pfifo_fast state UP group default

gl en 1000

link/ether fa:16:3e:19:63:a2 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.20/24 brd 192.168. 1. 255 scope gl obal dynam c ethO

valid_Ift 37806sec preferred_|ft 37806sec

3: docker0: <NO CARRI ER, BROADCAST, MULTI CAST, UP> ntu 1500 qdi sc noqueue state DOAN group

def aul t

link/ether 02:42:d0:29:ce:5e brd ff:ff:ff:ff:ff:ff

inet 172.17.0.1/16 scope gl obal docker0

valid_Ift forever preferred_|ft forever

13: tunl O@GNONE: <NOARP, UP, LOAER UP> ntu 1430 qdi sc noqueue state UNKNOAN group default glen
1000

link/ipip 0.0.0.0 brd 0.0.0.0

inet 172.16.176.128/32 brd 172.16.176.128 scope gl obal tunl O

valid_Ift forever preferred_|ft forever

14: cal i 65453a0219d@f 4: <BROADCAST, MJLTI CAST, UP, LOWER UP> ntu 1430 qdi sc noqueue state UP

group defaul t

link/ether ee:ee:ee:ee:ee:ee brd ff:ff:ff:ff:ff:ff link-netnsid 4

Adoed lJs >Jdsd Kubernetes o) I8y IJpuog9b /etc/kubernetes.

L 8p wluuble pdd suwpes kubeadmCERT.yaml g, vi kubeadmCERT.yaml.

LSt o Sw9 1dpd Jpl sdss:

api Version: kubeadm k8s.i o/ vlal phal
ki nd: MasterConfiguration
api :
adverti seAddress: <IP ADDRESS FROM STEP 2>
kuber net esVersion: vl1.11.6
#NOTE: |f the custonmer is running a |oad bal ancer VM then you nust add these lines after..
#api Server Cert SANs:
#- <l oad bal ancer | P>

e lole o leoslbs Jduboble sldplose [J@sses. 903l ) plodsw 9JI0 s9uos
wo. lugile sdsd uuwg lewslbs uuwg 030 IJpdule |Jso.

#Fi | es

#api server.crt

#api server. key

#api server-kubel et-client.crt
#api server - kubel et-client. key
#front - proxy-client.crt
#front - proxy-client. key

#ie

cd /etc/ kuber net es/ pki

nkdi r backup

nv api server. key backup/ api server. key. bak

3l Bpo woglbs 1Jgbss 6. spdud Beb 238 IUpddle Iduuluds gu) ey rm ped mm
apiserver.crt.



8.

9.

10

11.

12.

13.

14.

15.

16.

loedd lJs 1JgJ s s92> pJwd kubeadmCERT.yaml. §,o loile Giolso o)zsd 23820
¢, Kubeadm —config kubeadmCERT.yaml alpha phase piserver.

[root @x-ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 kuber net es] # kubeadm - -
confi g kubeadnCERT. yam al pha phase certs api server

[certificates] Generated api server certificate and key.

[certificates] apiserver serving cert is signed for DNS nanes [cx-ccs-prod- master-d7f 34f 25-
f 524- 4f 90- 9037- 7286202ed13a3 kubernetes kubernetes. default kubernetes. default. svc

kuber netes. defaul t.svc.cluster.local] and IPs [10.96.0.1 192.168. 1. 20]

I wlougvle guolxé 9lessé wslule gas6 gy kubeadm —config kubeadmCERT.yaml alpha
phase apiserver-kubelet-client.

8p wlouvle Guolss g psd-9dsd-lplos 23556 £, kubeadm —config kubeadmCERT.yaml
IJadl 1J pyeJs IIsJs-proxy-client.

WIS pgd> letclkubernetes. v wgs lzoslbse .conf pu ). £8) plodsew 9JIG p9LOS wo.
Sew 1o sJsu Jss kubelet.conf. controller-manager.conf. scheduler.conf. o, ol
admin.conf. spJdud g3Wol I3l Jp w)gw Bs uuweol leeslbsl.

Ip wlugile pdle wdysy z268>6 &y kubeadm —config kubeadmCERT.yaml alpha
phase kubeconfig all.

[ root @x- ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 kuber net es] # kubeadm - -
config kubeadnCERT. yam al pha phase kubeconfig al

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/adn n.conf"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/kubelet.conf"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/controller-manager.conf”
[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/schedul er.conf"

ouodSy pJ admin.conf lJzrss [Js [Jpuos0.

cp -i /etc/kubernetes/adm n.conf $HOVE/ . kube/config
chown $(id -u):$(id -g) $HOWE . kube/config

chnod 777 $HOVE/ . kube/ confi g

export KUBECONFI G=. kube/ config

Ig> ©eoss 1Je 838 Issuvss ew ks dId IJoubgsd - IJlw.

e lJouwg IJlzoslbs JJpss) wzdd pel 131 Jlu Kubelet sgpd po ¢JIJ Kubelet 21Jé
IJoble.

el pu Kubernetes g, Kubectl Iz od gJs 1Jg9>.

[ root @x- ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 ~]# kubect| get nodes

NAVE STATUS ROLES ACE
VERSI ON

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al Ready mast er ly
vl1.11.6

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a2 Ready mast er ly
vl1.11.6

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 Ready mast er ly

v1l.11.6



17.

18.

19.

20.

21.

22.

23.

24.

CcX-ccs- prod-wor ker - d7f 34f 25-f 524- 4f 90- 9037- 7286202ed13al Not Ready <none> ly
v1.11.6
CcX-ccs- prod-wor ker - d7f 34f 25-f 524- 4f 90- 9037- 7286202ed13a2 Not Ready <none> ly
v1.11.6
cX-ccs- prod- wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 Not Ready <none> ly
v1.11.6
cX-ccs- prod- wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a4 Not Ready <none> ly
v1.11.6
cX-ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a5 Not Ready <none> ly
v1.11.6
cX-ccs- prod- wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a6 Not Ready <none> ly
v1.11.6

I, IJgbsle po 11ds 16. JIJ 936 uwlwss.

eds luwlows slea: e Lluuble sej ppss 229> Jdlugoele pu el ludble sp) pess J
Kubeadm — ip, bulgé-join. louug o3l Ui, JJluueésle Jlzasl.

[ root @x- ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al k8s-ngmt]# kubeadm t oken
create

--print-join-comand kubeadm join 192.168. 1. 14: 6443 --token mlynvj . f4n3et 3poki 88ry4
--di scovery-token-ca-cert-hash

sha256: 4d0c569985c1d460ef 74dc01c85740285e4af 2c2369f f 833eed1ba86e1167575

lzuod eds gulysu IP 1UElLos wldglpdso Jssd pu gJId Kubectl gl od eds 1Jg @8> -
eds puwles &rsuos.

Ip vouwesd lUxgad IUs gled pod ssh -i lhome/cloud-user/keys/gen3-ao-prod.key cloud-
user@192.168.1.17 so Loz s 1Jsue9d 1Jz3s.

Ip wlsidlu g>p6 Kubelet g, SystemCtl stop kubelet.

I wbildo pdudle ldodssy Id@rsps: ldos woo ey ca.crt. gkubelet.conf. gbootstrap-
kubelet.conf.

rm/etc/ kubernetes/pki/ca.crt
rm /et c/ kuber net es/ kubel et . conf
rm/ etc/ kuber net es/ boot st r ap- kubel et . conf

IJzuosd eds luwe 1ded26 pu 1dgogs 19.

S wluosl Uley Jeled Jlghs Ilugoele [Js wble 1Jpzeses. luveese Ile) pu 18.
9JYu |Js 1Juolse |os—node-name <name of node>.

[ root @x- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al kubernetes]# kubeadm j oi n
192.168. 1. 14: 6443 --token mlynvj . f4n3et 3poki 88ry4 --di scovery-token-ca-cert-hash
sha256: 4d0c569985c1d460ef 74dc01¢c85740285e4af 2¢2369f f 833eed1ba86e1167575 - - node- nanme cx-
ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al
[preflight] running pre-flight checks

[ WARNI NG Requi r edl PVSKer nel Modul esAvai l abl e]: the I PVS proxier will not be used
because the follow ng required kernel nodules are not |oaded: [ip_vs_rr ip_vs_wr
i p_vs_sh] or no builtin kernel ipvs support: map[ip_vs:{} ip_vs_rr:{} ip_vs_wr:{}
i p_vs_sh:{} nf_conntrack_ipv4:{}]



25.

26.

27.

you can solve this problemw th foll ow ng methods:
1. Run 'nodprobe -- ' to | oad m ssing kernel nodul es
2. Provide the missing builtin kernel ipvs support

10226 17:59:52.644282 19170 kernel _validator.go:81] Validating kernel version

10226 17:59:52.644421 19170 kernel _validator.go:96] Validating kernel config
[discovery] Trying to connect to APl Server "192.168.1.14:6443"

[di scovery] Created cluster-info discovery client, requesting info from
"https://192.168. 1. 14: 6443"

[ di scovery] Requesting info from"https://192.168.1.14:6443" again to validate TLS agai nst
the pinned public key

[discovery] Cluster info signature and contents are valid and TLS certificate validates
agai nst pinned roots, will use APl Server "192.168.1.14:6443"

[ di scovery] Successfully established connection with APl Server "192.168. 1. 14: 6443"

[ kubel et] Downl oadi ng configuration for the kubelet fromthe "kubelet-config-1.11"
ConfigMap in the kube-system nanespace

[ kubel et] Witing kubelet configuration to file "/var/lib/kubelet/config.yam"

[ kubel et] Witing kubelet environment file with flags to file "/var/lib/kubel et/ kubeadm
fl ags. env"

[preflight] Activating the kubelet service

[tlsbootstrap] Waiting for the kubelet to performthe TLS Bootstrap..

[ pat chnode] Upl oadi ng the CRI Socket information "/var/run/dockershimsock” to the Node
APl object "cx-ccs-prod-worker-d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al" as an annotati on

Thi s node has joined the cluster:
* Certificate signing request was sent to master and a response
was received
* The Kubel et was informed of the new secure connection details
Run ' kubect|l get nodes' on the master to see this node join the cluster.

S wlJese pu ldeled 50280 pu lJelds eds pas) g, Kubectl JJeuesd eds IJedo.
Sew lu sy Vs zlJs "gloj".

I, 1Jebsle pu 20 |Us 25. JIJ glpd.

ST i wlboj 1Jg 9> |Jit§J6 WO gldo "zloj"c e we9s IJs IJluesue: &p wuuope IS
wble IJpzesgs.

[ root @x- ccs- prod- mast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al ~]# kubect| get nodes

NAME STATUS ROLES AGE
VERSI ON

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al Ready mast er ly
vl1l.11.6

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a2 Ready mast er ly
vl1l.11.6

CX- ccs- prod- nast er - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 Ready mast er ly
vl1l.11.6

CcX- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13al Ready <none> ly
vl1l.11.6

CcXx- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a2 Ready <none> ly
vl1l.11.6

CcX- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a3 Ready <none> ly
vl1l.11.6

CcX- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a4 Ready <none> ly
vl1l.11.6

CcX- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a5 Ready <none> ly
vl1l.11.6

CcX- ccs- prod-wor ker - d7f 34f 25- f 524- 4f 90- 9037- 7286202ed13a6 Ready <none> ly



vl.11.6
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