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pEJ9pIS I wl s

SwUpu Iduvsobss [Jshs B o3l IJpuuaws: 9ldpssoe B IJuudd bolo: zol; cBR-8
wlewolyo ICMTS: gzol; Linux IJIG e los (VM) Ideuweése Jzolh ouivssuv Bs>89 pe VLC,
9zolj Linux VM pg TSDuck. wwpe lghs logile uble ouivds,) DVB-Symulcrypt. zse sgpd cBR8
Jpjleu oyvds) Idezldle (SCS). 9sdew TSDuck VM »9; 09d> juwlisd Idozde WOs IJlgwezdld
(ECMG) Jpl 09 I1Jzld pe ¢l>p Nagra.
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STREAMER |00 " >
Stream | GIE 1
E T
Encrypted
c [ | |
= SCRAMBLER |—» RF |0 stream
| ECM s
- -
scs | -
& |
P CALLFLOW
ow ECM
5C5 | ECMG
channel_setup >
L channel_status channelis open. mare streams
EEME st I'EEII"I'I_S-ETIJ!:I " canbe open in 1 channal

stream_status

£l SAream i open
CW_provision "

L ECM_response

L channel_test > pericdical
channel_status [ IMETangEs

o L

stream_test

i = L
stream_status

o _ <

IJzels Idblo,s IUss sgpd Jrols wozse souwd wouwlbd $ulé Vo9 pius pedsl sldes
©d9p w398 2J96 pu led p2ldls 598 puwee). STwss CBR-8 eds eduwé gpd 91226 puweuss
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ewd odids 1Ur8 G seled eBR-8 IJleuold wglbp ECMG 1Uss wp wdssuo: g:Jc;uiimétﬂs_) AR
10098389 95w Ihuwlisd IJespzs B £33 IJpdldele B 1dgudd Tedle. sop oulsd
odo Iyuwlisd wuvdJ 9l o pg TSDuUck: 909 lp) 28> Jordsd prwss lUouwlisd souorse
Iigbole. J5J3: s TSDUCk gdis JIss b Jole 1 ppomds: 390 1Uc2dd po woes lJpgdele
pod CA-SYSTEM-ID gpglss) 19uo9d: 1UE.

31 Bud cBR-8 Ws IJlouold o ECMG. sop Lhuwld 1> wuivdd sluoe wuvow Byl
Ioedsele O ldpuwz.

I wsubsy 1Jelds 1Jzdsdss: ould 2lzs lJs Luwld huwlds bLs 1dlgvezdldle (EMM) [Js
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oul peld eds Js 856 wdasu eduwle Bs59 DVB gdis CBR-8. swp w9, pelssy 1U9u29d
g6 woluwbs wble 1suosd IJeuissb (CAS). Bis 2ls IJeeldls 030 sedud louile sép
wdluwsd guinysd gubsliss 993Jd Jpg o wblp Idoede O 1dsuosd (CA).

Sewd Virtual-Edge-input-ip 9z06 IP JJwsd§: 9ldes B 030 1Jelds Jsuve 9206 298 8S6
9JJu szvw lu wdsy O IP IJpguegspe Jhuwld wr9@ 1JWsys9 pu 1U>9 6.

cabl e vi deo
encryption
linecard 1/0 ca-system dvb scranbl er dvb-csa
dvb
ecng NAGRA ELK id 1
node tier-based
type nagra
ca-systemid 2775 3
aut o- channel -id
ecm pi d-source auto 48 8190
connection id 1 priority 1 10.48.88.12 3337
overrul e
m n-cp-durati on 300000
er - based
ecng name NAGRA ELK access-criteria c972bfd7701e6d28069ae85f 5d701d63aclaec4a
fail-to-clear
enabl e
servi ce-distribution-group SDG ACDC- LAB-TEST1 id 1
onid 100
rf-port integrated-cable 1/0/3
virtual -carrier-group VCG ACDC- LAB-TEST1 id 1
encrypt
servi ce-type narrowcast
rf-channel 32-35 tsid 42496- 42499 out put - port-nunmber 1-4
bi nd-vcg
vcg VCG ACDC- LAB- TEST1 sdg SDG ACDC- LAB- TEST1
| ogi cal - edge- devi ce LED- ACDC- LAB- TEST1 id 1
protocol table-based
vi rtual - edge-input-ip 10.10.10.10 input-port-nunber 1
vcg VCG ACDC- LAB- TEST1
active
t abl e- based
vcg VCG ACDC- LAB- TEST1
rf-channel 32
session vodl input-port 1 start-udp-port 65 num sessions-per-gam 1 processing-type remap
start-program1
1
controller Integrated-Cable 1/0/3
max-carrier 44
base- channel - power 40
rf-chan 32 35
type VI DEO
f requency 850000000
rf-out put NORMAL
power - adj ust 0.0
gamprofile 3
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eds 03l blé. lpe suwelbse wouwlbs ;Jouo VLC pu e, g susle w3d$ pu peds wiisw
BS$I$9 pud.

Sedud ldyzee s Idaelis§ 1,uwpss.

ol 1o sy VLC. Ulu 1Jie, gl bulo suss Jsd o swsl wsd @ pu lJpu,s SESL cisco-tac-
lab.mov: sgsu IJglso ip 900930 1J id 90095 eJds |J cBR-8: 959, IJ9s>s9 in order to welds
OIS pwep) (— sd):

cvic-tac-lab.mov —sout #duplicate{dst=udp{mux=ts. dst=10.10.10.10:65.tsid=42496.port=65}'
—J &

ECMG

Ge wouisd TSDUCk pu p98e 19w Idyuwes: TSDuck. shze 9elisd s3dsd Ideuweise pu ld
Souse pedyple lUpsslo 9ldees, edsol.

g0 Cowsw TSDuck: spdud wyvgsd psié ECMG gds pud3 pgss (-p): wluwesle gsh
verbose (-Vv) 9o ww9s wuoese IJIgble [Uplbdoy (-d#).

pulJ:

sudo tsecmg -p 3337 -v -d7

IJoedd pu lJuoes
eJs cBR-8

£dw subdd lue 1J9s389 eduws eds IJ CBR-8. lue suwelbse 383w o IJeduws ¢Jdw: el
lo 03l baser v uvdsd IJgduwd sJgu slisel gluo) 9swss pl pu pred wsb:

acdc- cbr 8- 2#show cable video session all

Sessi on Qut put Frequency Streani ng Sess Session Source UbP  Cut put

I nput Cut put | nput CQut put Encrypt Encrypt Low PW  Session

Id Por t Hz Type Type Ucast Dest |P/Mast IP (S 0 Port Program
State State Bitrate Bitrate Type St at us Lat NUM Nanme

1048576 1 850000000 Renap UDP 10.10.10.10 65 1 OFF
ON 0 0 DvB Pendi ng N - vodl.1.0.1.32.65

wp v WIS IS5 spdud I ous lwo wp busldo wuvdd sluoe: 9838l JJoedsele
lJos wuvdo Vs Idpuwe £Js BR-8 I3l Jp sdou ECMG 98> IJobgsd wes:

acdc- cbr 8- 2#show cable video sess logical-edge-device id 1

Sessi on Qut put Frequency Stream ng Sess Session Source UDP  Cut put
I nput Cut put | nput Qut put Encrypt Encrypt Low PW  Session
Id Por t Hz Type Type Ucast Dest |IP/Mast IP (S G Port Program

State State Bitrate Bitrate Type St at us Lat NUM  Nane


https://wiki.videolan.org/Documentation:Documentation/
https://wiki.videolan.org/Documentation:Documentation/
https://tsduck.io/

1048576 1 850000000 Renmap UDP 10.10. 10. 10 65 1
ACTI VE- PSI ON 15403951 15164562 DVB Cl ear N - vodl.1.0.1.32.65

s pl ousl ECMG Lsubl‘ SpJdud o <)S I 2Jduwd 1Jsr89 pund,6 1l

acdc-cbr 8- 2#sh cable video sess logical-edge-device id 1

Sessi on Qut put Frequency Stream ng Sess Session Source UDP  Cut put

I nput Cut put | nput Qut put Encrypt Encrypt Low PW  Session

Id Por t Hz Type Type Ucast Dest |P/Mast IP (S 0O Port Program
State State Bitrate Bitrate Type St at us Lat NUM  Nane

1048576 1 850000000 Renap UDP 10.10.10.10 65 1

ACTI VE- PSI ON 15353613 15476997 DVB Encrypt ed N - vodl. 1. 0. 1. 32. 65

lJzduwsd 1deuvd,s ldodosd:

acdc-cbr 8- 2#sh cable video sess logical-edge-device id 1 session-id 1048576

Sessi on Nane : vodl.1.0.1.32.65
Session Id ;1048576
Creation Tine : Thu Dec 6 14:12:54 2018
Cut put Port o1
TSI D 1 42496
ONI D ;100
Nunber of Sources 1
Destination IP : 10.10.10.10
UDP Port . 65
Config Bitrate : not specified
Jitter : 100 ms
Processi ng Type . Remap
Stream Rate . VBR
Pr ogr am Nunber 1
Idl e Ti neout : 2000 nsec
Init Tinmeout : 2000 nsec
O f Ti meout . 60 sec
Encryption Type . DvB
Encryption Status : Encrypted

I nput Session Stats:

State: ACTIVE-PSI, Uptine: O days 00: 31: 33
| P Packets: In 899927, RTP O, Drop O
TP Packets: In 6299489, PCR 6408, PSI 4424, Null O
Unreference 2212, Discontinuity O
Errors: Sync loss 0, CC error 795, PCR Junp 7,
Underfl ow 215, Overflow 4, Block O
Bitrate: Measured 16483732 bps, PCR 17930489 bps

Qut put Session Stats:

State: ON, Uptinme: 0 days 00:31:33
TP Packets: In 6297330, PCR 6395, PSI 4416,
Drop 12801, Forward 6280113, Insert 6029
Errors: Info Overrun 0, Info Error 0, Block 0, Overdue 54210,
Invalid Rate 0, Underflow O, Overflow O
Bitrate: Measured 16433824 bps

PAT | nf o:

Version 26, TSID 8724, len 16, section 0/0



Program 1: PMI 32

I nput PMI I nfo:

Program 1, Version 28, PCR 100, Info len O
PI D 100: Type 27, Info len 6, (lang eng)

Qut put PMT | nfo:

Program 1, Version 5, PCR 49, Info len 6, (CA SYS-1D 10101, PID 79)
PID 49: Type 27, Info len 6, (lang eng)

Cut put PI D Map:

PID 32 -> 48
PID 100 -> 49

9lJis, Jlbol, 21Js le ol ECMG:

acdc- cbr 8- 2#show cable video encryption dvb ecmg id 1 connection

ECMG ECMG ECMG CA Sys CA Subsys PID Lower Upper Streans/ Open
Streans/ Auto Chan Slot ECMG ECMG

ID Nane Type I D 1D Source limt limt ECM5 ECMG
1D Connections Application

1 NAGRA _ELK nagra 0x2775 0x3 auto 48 8190 1 1
Enabl ed RP 1 Ti er - Based

ECMG Connections for ECMG ID = 1

Conn Conn 1P Por t Channel Conn Open
-ID Priority Address Nurmber I D St at us Streans
1 1 10. 48. 88. 12 3337 1 Open 1

pdlebd: Lz luwedle QJb.'lo LUOTST I iz bole (ECM) L9l ulos CBR-8. sup wjsuo Vs
s IJegisu Idesde: 99 2lds Wi Idlcuold wuble LUoTST |JIgble (ECMG). swp
luvesle wble wuozst IJidble (ECM) 1Jegio pd8el JUouvds) zos sop odds uble
22S8>.

eJs ECMG

wOLoJ LUOTST | Jigble IJppdus: spdud o s IJ Ihuwlsd Idpoobds osu ECMG 9 SCS
Olze wrv 9 Idpdldple 1Jpsoes s Idyvdd 1Jlsds):

ci sco@i mul crypt: ~$ sudo tsecmg -p 3337 -v -d7

debug level set to 7

* Debug: setting socket reuse address to 1

* Debug: binding socket to 0.0.0.0: 3337

* Debug: server listen, backlog is 5

* TCP server listening on 0.0.0.0:3337, using ECMG <=> SCS protocol version 2
* Debug: server accepting clients



* Debug: received connection from 88.88. 88. 89: 56102
* Debug: server accepting clients
* 88.88.88.89:56102: 2018/ 12/06 14:38:35: session started
* Debug: received nmessage from 88. 88. 88. 89: 56102
channel _set up ( ECM==>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0001
ECM channel _id = 0x0001
Super _CAS_id = 0x27750003

* Debug: sending nmessage to 88.88.88.89: 56102
channel _st atus ( ECM&=>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0003
ECM channel _id = 0x0001
section_TSpkt flag =1
AC del ay_start = 200
AC del ay_stop = 200
delay_start = 200
del ay_stop = 200
transition_delay_start = -500
transition_delay_stop = 0
ECM rep_period = 100
max_streans = 0
m n_CP_duration = 10
lead_CW=1
CWper_nmsg = 2
max_conp_tinme = 100

* Debug: received nmessage from 88. 88. 88. 89: 56102
stream set up ( ECM<=>SCS)
protocol _version = 0x02
nmessage_type = 0x0101
ECM channel _id = 0x0001
ECM stream.id = 0x0001
ECM.id = 0x0001
nom nal _CP_duration = 100

* Debug: sending nmessage to 88.88.88.89: 56102
stream st atus ( ECM&<=>SCS)
protocol _version = 0x02
nmessage_type = 0x0103
ECM channel _id = 0x0001
ECM stream.id = 0x0001
ECM.id = 0x0001
access_criteria_transfer_node = 0

* Debug: received nmessage from 88. 88. 88. 89: 56102
CW provi si on ( ECM&=>SCS)
protocol _version = 0x02
nmessage_type = 0x0201
ECM channel _id = 0x0001
ECM stream.id = 0x0001
CP_nunber = 0
access_criteria (20 bytes) =
C9 72 BF D7 70 1E 6D 28 06 9A E8 5F 5D 70 1D 63 AC 1A EC 4A

CP =0
COW (8 bytes) = 4E OA 45 9D DC 10 4A 36
cP=1

COW (8 bytes) = AB FF 00 AA 9C 4F 11 FC

* Debug: sending nmessage to 88.88.88.89: 56102
ECM r esponse ( ECM&<=>SCS)
protocol _version = 0x02



message_t ype = 0x0202

ECM channel _id = 0x0001

ECM stream.id = 0x0001

CP_nunber = 0

ECM dat agram (188 bytes) =
47 5F FF 10 00 80 70 35 80 AA 03 00 30 00 10 00 08 4E OA 45 9D DC
10 4A 36 00 11 00 08 AB FF 00 AA 9C 4F 11 FC 00 12 00 14 C9 72 BF
D7 70 1E 6D 28 06 9A E8 5F 5D 70 1D 63 AC 1A EC 4A FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF

* Debug: received nmessage from 88. 88. 88. 89: 56102
channel _test (ECM&=>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0002
ECM channel _id = 0x0001

* Debug: sending nmessage to 88.88.88.89: 56102
channel _st atus ( ECM&=>SCS)
protocol _version = 0x02
nmessage_t ype = 0x0003
ECM channel _id = 0x0001
section_TSpkt flag = 1
AC del ay_start = 200
AC del ay_stop = 200
delay_start = 200
del ay_stop = 200
transition_delay_start = -500
transition_del ay_stop =
ECM rep_period = 100
max_streans = 0
m n_CP_duration = 10
lead_CW=1
CW per _msg =
max_conp_tinme = 100

* Debug: received nmessage from 88. 88. 88. 89: 56102
stream test (ECMX==>SCS)
protocol _version = 0x02
nmessage_type = 0x0102
ECM channel _id = 0x0001
ECM stream.id = 0x0001

* Debug: sending nmessage to 88.88.88.89: 56102
stream st atus ( ECM&<=>SCS)
protocol _version = 0x02
nmessage_type = 0x0103
ECM channel _id = 0x0001
ECM stream.id = 0x0001
ECM.id = 0x0001
access_criteria_transfer_node = 0

lwedunldd IJigble gl oJlzol

s CBR-8. spdod Iuvad sl puldd IJeuvdes) sluadizel et gpdsle cebo IJoble
igulovs Jdpuiny 1Jpblods 1Jpesus eds puvoss cuoese igble Iy puvess Idogissub
(Il couw lawoelss porsss Iledls B IJoolss):



set platform software trace sup-veman rp y il scs debug

Swi9 wubd Iyuwlisd IJuozse wsu CBR-8 9 ECMG Jpl sds:

show platform software trace message sup-veman rp active reverse

12/ 07 15:34:43.963

12/ 07 15: 34:

12/ 07 15: 34:

12/ 07 15: 34:

12/ 07 15: 34:

12/ 07 15: 34:

streamid 1

12/ 07 15: 34:

43.

43.

43.

43.

43.

43.

965

965

965

965

965

965

12/ 07 15: 34: 43. 965

[scs]:
[scs]:
[scs]:
[scs]:
[scs]:

[scs]:

[scs]:

[scs]:

12/ 07 15:34:43.965 [scs]:

channel _id

1,

12/ 07 15: 34: 43. 966

12/ 07

12/ 07

12/ 07

12/ 07

12/ 07

12/ 07

15: 34: 43. 966

15: 34: 43. 966

15: 34: 56. 015

15: 34: 56. 016

15: 35:18. 039

15: 35:18. 042

streamid 1

pedjpk) Slo LoJé

streamid 1

[scs]:
[scs]:
[scs]:
[scs]:
[scs]:
[scs]:

[scs]:

[47872] :
[47872] :
[47872] :
[47872] :
[47872] :

[47872] :

[47872] :
[47872] :

[47872] :

[47872] :
[47872] :
[47872] :
[47872] :
[47872] :
[47872] :

[47872] :

(debug) :
(debug) :
(info):
(debug) :
(debug) :

(debug):

(info):
(debug):

(debug):

(debug) :
(debug) :
(debug) :
(debug) :
(debug) :
(debug) :

(debug):

ECMG Send channel _setup for channel _id 1

ECMG Recei ved channel _status for channel _id 1

ECMG Channel

0 setup to ip 10.48.88.12 port 3337

Open stream 1

ECMG Send stream setup for channel _id 1,

streamid 1

ECMG Recei ved stream status for channel _id 1,

ECMG Stream 1 setup to ip 10.48.88.12 port 3337

Request ECM for CP O

ECMG Send CW provision with 20 AC bytes for

Recei ved ECM response for channel _id 1,

ECMZ: Forward ECM pkts to SCS

Received ECMfor CP O

ECMG Send channel _test for channel _id 1

streamid 1

ECMG Recei ved channel _status for channel _id 1

ECMG Send streamtest for channel _id 1,

streamid 1

ECMG Recei ved stream status for channel _id 1,

1desluosle 1JBass Jusolez pzldls DVB. 1Jizse 980 louble oo IJedlJé: ETSI TS 103
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https://www.etsi.org/deliver/etsi_ts/103100_103199/103197/01.05.01_60/ts_103197v010501p.pdf
https://www.etsi.org/deliver/etsi_ts/103100_103199/103197/01.05.01_60/ts_103197v010501p.pdf
https://www.cisco.com/c/ar_ae/support/index.html
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