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cIJedisu IJpdde Juslule ogysd HTTP. sep wiisu weue luweeglole HTTP e 8l
olJluols [Js gulasu URL 9psdyple welule ldog s 1Ugluos woli wese spdu J WAE
Vs 1dzlws IJlgwegles peds! Jdbdole 1JIz 86 Judyw URL. (w9, W9 B IJluosl)
4.2.1 glJlosble IUlzse.) 98s el sds lusle 105395 IJedles 1 eg 06 pddul:

0 301 pgl> w9zsoo wuudd slise
304 £.5) pgod
o pb.ij |E_C;ro|) 401

clJegisu IJpdde Juslule ogysd HTTPS. swpe wiiso weuo luvezlole HTTPS g9l
wlJluols [Js gulasu URL 9ped9ple wslule Idogrswd 1Uglues woli wese spdo J WAE
s 1Jzl9s I.Jluuoglyé pedsl JdbJole 1JJlz 86 Judw URL. (o9 B gb B Idluosl)
4.3.1 9ldluosble 1Jlzae.)

- pug HTTP obds) 1Jghpe. sjsd sluw Accept-Encoding oo bJule HTTP g HTTPS. opl
Sput 1Jghbe pu Luwld IJoslole IJpuogglbs [Js u‘b?,dé WAN. suose 3dd JWAE cbose
Iuoéb IUgluo wo: ppl $935 €16 [Us wuwws ot 18 od. (pesd) S8b s IJluesl
4.2.1 9ldluosble 1Jlzae.)

- odpsele DRE. 909 odpszlo per6 J9gse DRE Juogb 2yJ6 )9, HTTP 9 HTTPS L bdd
W od luweobl 1Us 1dee,86 1lolbss eds w9939 HTTP 1Jee9d; po ¢JIJ wojse
zp9de lJb o 96 7:

: _g)iuu lJogbs: syuivs 9226 DRE Jgsp Joglb 1990 HTTP/HTTPS ppl suwz gwo ot
e od JJJlsu.

s IJesd @ syubd 9226 DRE Jose Iduogbb wpg)s peldzo peleds HTTPHTTPS Clddled.

v welbs LZ: syuws 9226 DRE IJuplbss Jgsp wbous® yogb LZ gds gese IJIlsule
lJos wp pogbol wldded woluwbs IUghe Iluods: ppl s3I 2ed 9226 I pelJes
IJeydjss.

SpJdu wdssu IJogisu Up_ééo Joslole og)sd HTTP: 9056 pug wuvds) IJghbe: 9ps;le
lJodese DRE ouvdd podod. o.dgo 056 1el6 [uwegsle louold TCP uuubé slispel g0l
Swp wpdsu HTTP AO goubou 9 wiob gds eyJdé py9, HTTP.

sedod IJozdd pu wdosu 92268 Idozdp B 1d9uesd (AO) Iele seldwel Lluwagsle [91e,
show accelerator gshow license: Jpl 09 09,0z WS IJpdlJ lwod ol Izbls IJobos, e

loodlzol souwyse IJobosdle. wrgsue lJpduwuws pbdse Jouugsd puwre HTTP.

w83 3JYJ 0288 pu IUzlds 1dpz>6 J HTTP AO Clgwegsle IJlo, show accelerator http. Jol o9
e9uoz IO IJuvdd 1. euss 1o eus wpdsu HTTP AO seigsdo souwesdo: 9800 2>
IJlouold. bl op wpdsu glds Idedsse 9dIJu wp lsBluw ouvgsd glds IJogvgsd: Bdluol
oS IJs pubdds Os Idosgsue. JIJ psio pu psile HTTP. sop eh02 1dyuee 1Jzlds
(IJpuweg>plUISluos) pe 1JSses (Cpdso s websd 19 wdysy §spb). wpw lupls guluo,
Suppress Server Encoding 9 MetadataAcache Ws IJl_o>l) 4.2.1¢ 9l osde wdpesele DRE
9euluo, HTTPS MetadataAcache s 1Uluosl) 4.3.1.

o0 led ceamss C)-Jo £29) HTTPS Lslulos Id o0 SSL 3 HTTP: wids o o pdso 2o 050

idd 1. IJoedd po elds puse HTTP


troubleshooting_application_acceleration.html
troubleshooting_application_acceleration.html

Iuwegse IJle) show running-config JJoz$ po wdase uusluws 2dé 09, wslule
HTTP/HTTPS cuvdd uozse 9eu ldpsile Idos we wpdsuol. wiss Ig oS oyupse http Jlg)le
wbosS 95w 9 1o wus Uik pbluBs puluves p,2s Jouousd HTTP. Jol sdss:

WAE674# sh run | include HTTP

accel erator http suppress-server-encodi ng enabl e <----- in 4.2.1 and
later

accel erator http metadatacache https enabl e <----- in 4.3.1 and
later

accel erator http dre-hints enable <----- in 4.3.1 and
later

at least one
of these must be enabled

classifier HITP
classifier HITPS

name Web cl assifier HTTP action optimnize full accelerate http <=-==== HTTP
acceleration
name Web cl assifier HTTPS action optinize DRE no conpression none <----- HTTPS static

policy applies to traffic not
matching any
SSL accelerated-services policy

WAE674# sh run | begin HTTP
.. .skipping
classifier HITP
mat ch dst port eq 80
mat ch dst port eq 8080
mat ch dst port eq 8000



mat ch dst port eq 8001
mat ch dst port eq 3128

WAE674# sh run | begin HTTPS

.. .skipping
classifier HITPS
mat ch dst port eq 443 <----- add here any

nondefault HTTPS port

&2 lewolissle HTTP
Iuvegse Ile, show statistics accelerator http Jg, 0 1Jleolssle IJolJss:

- Jp pu 9w sUp 0959;5_)0 w9luwlbs HTTP AO. spdud puiless Is e lJlzgelds [U3s wpe
e 9bo L9lyubs HTTP I9 1w 1Jpz 89l L9luwlos JJ pu ldpssle:
s 1dsde [dpedsh olglss [uwegsle IUlouold Iduwsse
s 19w [dpedsb w9luwbo 31Y)6 IJegiso IJesde IJedle Joslule 1Jog s
- g3 pilo ldoge/lIgBl s B 3ld)6 IJogiso IJesde Jsld,e Idegisu dpsde Juslule
lJog)sw
-3 pilo obosd pug wubds) IUEbe eds bdole HTTP
-3 ple ©9Bds) wdpsele DRE [gwoubl |Us peess )99 v HTTP
- e dlo HTTP (Idbdotldlgweglod) Idos wpo peldzool
e IJigble B peldzé Hluw HTTP
- e gpdsle lehe 1oz 8l pu 31,6 IJogiso 1Upsdw

WAE674# sh stat accel http

HTTP:
G obal Statistics

Time Accel erator was started: Tue Apr 6 06:04:06 2010

Time Statistics were Last Reset/d eared: Tue Apr 6 06:04:06 2010

Total Handl ed Connecti ons: 3743984

Total Optim zed Connecti ons: 3743984

Total Connections Handed-of f with Conpression Policies Unchanged: O

Total Dropped Connections: 0

Current Active Connections: 48

Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 176

Total Tinme Saved (ns): 35584437 <==-=== Should be
incrementing

Current Active Connections Free For Fast Connection Use: 2
Total Connecti ons Handed-of f: 0
Total Connections Handed-of f with Conpression Policies D sabled: 0
Total Connections Handed-of f to SSL: 0
Total Connection Hand-off Fail ures: 0

Total Fast Connection Successes: 3617244 <==-=== Should be
incrementing

Total Fast Connection Failures: 0

Maxi mum Fast Connections on a Single Connection: 100

Total CONNECT Requests with I nconplete Message: 0

Per cent age of Connection Time Saved: 37

Total Round Trip Tine For Al Connections (ms): 4922767377

Total Fast Connections Initiated by Peer: 0

Total SYN Ti meouts: 0

Total Tine for Metadata Cache Mss (ns): 2 <==-=== Output

from here is in 4.2.1 and later only



RTT saved by Redirect Metadata Cache (ns): 5988 <=-=-==-= Should be
incrementing

RTT saved by Authorization Redirect Metadata Cache (ns): 345 <=-=-==-= Should be
incrementing

RTT saved by Content Refresh Check Metadata Cache (ns): 44987 <=-=-==-= Should be
incrementing

Total Tine Saved by Fast Connection Use (ns): 456

Total Locally Served Redirect Responses: 453 <=-=-==-= Should be
incrementing

Total Locally Served Unaut horized Responses: 56 <=-=-==-= Should be
incrementing

Total Locally Served Conditional Responses: 4932 <=-=-==-= Should be
incrementing

Total Renotely Served Redirect Responses: 0
Total Renotely Served Unaut horized Responses: 0
Total Renotely Served Conditional Responses: 1
Total Requests with URL Longer than 255 Characters: 0
Total Requests with HTTP Pipelining: 0

2

Total Transactions Handl ed: <K== Total
number of HTTP transactions processed
Total Server Conpression Suppression: 1 <=-=-=== Total

number of Accept-Encoding removed
Total Requests Requiring Server Content-Revalidation:
Total Responses not to be Cached:
Total Connections Expecting Authentication:
Total Connections with Unsupported HTTP Requests:
Total Connections with Unsupported HTTP Responses:
Total Hints Sent to DRE Layer to Flush Data:
Total Hints Sent to DRE Layer to Skip LZ:
Total Hints Sent to DRE Layer to Skip Header |nformation:

P ONOOOOO

I3l Jp S0 leplds 1Usde Idppdals B U1z ledle B jslss Iy Jly Logsl 2ol Bluo suivs)
IJs o HTTP AO JI 598 Wlis36 Josyo. bl Jp sYu lzelds |J3L§o lJ3s wp gdbo w9l yubo
l2>s 9edle IJegiso Idpsde Idedle Joslule 1dog s sojlss 9 Jlo Log sl 2ol Bluo Ui,
|J6 |u .)llJ_)O |Jua)g$u |JP§&V Ju&lulu |Ju&)g5k_9 IJP&'UJO JI uﬁt_g_) k_9|;5)0 lJu;S_)O

Subsy 83 "pug Uogb IUEhe IUlzelds" IJs £33 1dple IJos wpo Vol |51J6 Sluw Accept-
Encoding. ¥ pzlads Juslds, wogb [ od wsluwbs zol; WAE. suis, lzplds IJodesele
lJeouwdsé lJs e3ble bo9é DRE |Js £33 Idp)le IJos wp luosh odeszle DRE (wslule
lJow,sg wgbs LZ wihbs IU)luw) [Js 9258 DRE. B pzlods Juogb IJuslule wuvdd
Idqu

Jeuo pedyplo ppleds pu ldess) 1Uerdss O IJluosl) 4.2.1 gldlosble IJi@a‘ Ia_u_) zol)
W’?‘E‘ e lee) yblybs > ouuse > oS ouwse HTTP slzo,) edlpd IJowsse oulyosd
J9s6 IJpgbble IJoldss:

- peddle 09, 98w luwerles HTTP (lehs luwedsle Idlouold Iduwsse slelss Idwszse
SJuinbs sldotisu Idpdde Esy IUpueiz o)

-2 gpdsle crumso HTTP (£33 p)le cbusd JJ pu gpdsle IJozumso 1Jesds)s igdlo)

- ousle vpuwso HTTP (Jzpse gpdsle veuvso HTTP. el W 3JY 3lY)le Idediso
lJps 9w Joslule IJog s glelhs |uvegsle IUlouold: edesele DRE: 998 ©Uids,)
1J¢1e)

Jpubloss pedsple ouszse Iigble eds cedsd Jluw HTTP gzldle 1Jgbl lvegse Ie, show
statistics accelerator http debug (W 4.3.1 909l Lg5) Jugass pl SJs:

- &35 1J)295 1Jpgiué p9 9wl 983501 301 9 304 9 401 >
- £33 ,99,w HTTP gl oslyol sl wldswol



Cdgwolo 30 wiisu luveglole HTTP pdgul
s leplds &2 luweelolo HTTP IJos swpe ogisuol 99wl
cluwole 830 w@sp bdolo HTTP oy 3196 Idegiso IUpsde 1Jpedss

Iuwegse IJie, show statistics connection optimized http JJwz 88 e lu zol; WAAS s 89,
clogile logoldlo HTTP ez uwws. 28l pu bog) "H" Ws gp9> Acel Jlooldle HTTP. 9ldss
SUis, 1 luwesle HTTP AO. Jol sJes:

WAEG74# sh stat conn opt http

Current Active Optimzed Fl ows:
Current Active Optimnmized TCP Pl us Fl ows:
Current Active Optimnmized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass-Through Fl ows:

Hi storical Flows:

D:DRE, L: LZ, T: TCP Optim zati on,

A: AO M C: C FS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

P OOOONNDN

00

Connl D Source | P: Port Dest | P: Port Peer |1 D Accel
5929 10. 10. 10. 10: 3446 10. 10. 100. 100: 80 00: 14: 5e: 84: 24: 5f THDL <======- Look
for LLh: Ll

Spdud IJoe9d pu leuelsslo IUleuold Jdlogoldle 1degd 96 oluueésle IJio, show statistics
connection closed http.

Jeruo pedsple ppleds po "IUIL6 1Ue,d586" iao_) zoly WAE: &p ié&_) wlgé > vpuwsy >
lewolissle IUloolJle.

wdId 2. o s leuolsslo IUlouold olgwogsle HTTP

B odrs lewolssle IUlouald: sboy e 1Jeldp 19295 Bis €095 "TJuweslws IJplbw$8" oo
op luvedsle HTTP AO JJlouold. (Uog pduin 1Jelsuw 998 Le) Jperds peluso).



spdud 00 leuolssle louold HTTP Lluwegsle lo, show statistics connection optimized http
detail. Ioze g b "Jlosoldle Iguysed" BOs IJIE)lz. weus IJdses IJlsgless Josl Ideshs 1y
HTTP AO s> Idgpdle po gJIJ lels luwegsle IUlouoldle Idelows: ppl s8JJ jeu 19u09J.

WAE674# show stat conn opt http detail

Connection 1d: 1496
Peer 1d: 00: 14: 5e: 84: 24: 5f
Connecti on Type: EXTERNAL CLI ENT
Start Tine: Wed Jul 15 05:09:52 2009

Source | P Address:
Source Port Nunber:
Destination | P Address:

10. 10. 10. 10
1760
10. 10. 100. 100

Destination Port Nunmber: 80

Appl i cation Nane: Wb <====- Should see Web
Cl assifier Nane: HTTP <----- Should see HTTP
Map Nare: basi c
Di rected Mode: FALSE
Preposition Fl ow FALSE
Policy Details:
Confi gur ed: TCP_OPTIM ZE + DRE + LZ
Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer: TCP_OPTIM ZE + DRE + LZ
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ
Accel erator Details:
Confi gur ed: HTTP <=-==== Should see HTTP configured
Deri ved: HTTP
Appl i ed: HTTP <=-==== Should see HTTP applied
Hi st : None
Ori gi nal Optim zed
Byt es Read: 266 139160
Bytes Witten: 82686 128
HTTP : 1496
Tinme Statistics were Last Reset/d eared: Wed Jul 15
05: 09: 52 2009
Total Bytes Read: 3269
56367
Total Bytes Witten: 3269
56367
Total Bytes Buffered: 0
0
Total Internal Bytes Read: 92
Total Internal Bytes Witten: 92
Bit Flags for 1/0O state: 1040
Internal object pointer: 2046823200
Fast connections: 11 <===== Reused
connections
&2 leuolissle HTTPS

(Sobod 03l ldGuwe BEb eds IUluosl, 4.3.1 sldluoshle 1Jizse.)

Iuvegse Ile, show statistics accelerator http https Jg ) o |Jlzolissle 1Jeldsé:



c 23] 1US B 13 Sop 998,10 L9luwlos HTTP AO Jz,ds a9, HTTPS. sedud publoss
U9 Iz pldes 1Jpzdls woluwlos 31956 1Jogso 1pdde Juslole o ssd HTTPS
lJIled ig lJs e 1Jpzd9b woluwbs JJ pu gpdle IJogiso IUpsde IJedle Joslule
lJog)swd

- g3 pilo ldoge/lJIgBl s Vs 3ld,6 IJoegiso IJpsde Jsld,e Idegisu ldpsde Juslule
lJog s

- g3 pilo obosd pug wubds) 1Ugbe eds bdole HTTPS

-3 ple w9Bds) wdpszle DRE [gwoobl |Us peess H99uv HTTPS

. £33 2ydle HTTPS (IdbJoHJluwezlod) IJos ope peldzeol

e I Jigble B peldzé Hluw HTTPS

© g2 gpdslo lehs 1dezdd pu sl ldeisu Idesde

WAEG674# sh stat accel http https

HTTPS Statistics

Total Optim zed HTTPS Connecti ons: 10 <-=-==- Should be
incrementing

Total Handl ed HTTPS Connecti ons: 10 <-=-==- Should be
incrementing

Total Active HTTPS Connecti ons: 2

Total Proxy-Connect HTTPS Connecti ons: 0

Total Proxy-Connect HTTPS Insert Failures: 0

RTT saved by HTTPS Content Refresh Check Metadata Cache - (mns): 44 <--=-= Should be
incrementing

RTT saved by HTTPS Redirect Metadata Cache - (ns): 10 <--=-= Should be
incrementing

RTT saved by HTTPS Aut horization Required Metadata Cache - (ns): 5 <--=-= Should be
incrementing

Total Locally Served HTTPS Conditional Responses: 44 <-=-==- Should be
incrementing

Total Locally Served HTTPS Redirect Responses: 10 <-=-==- Should be
incrementing

Total Locally Served HTTPS Unaut hori zed Responses: 5 <-=-==- Should be
incrementing

Total Renotely Served HTTPS Conditional Responses: 32

Total Renotely Served HTTPS Redirect Responses: 2

Total Renotely Served HTTPS Unaut hori zed Responses: 1

Total Hints Sent to DRE Layer to Skip Header Information - HITPS: 121

Total Hints Sent to DRE Layer to Flush Data - HTTPS: 121

Total Hints Sent to DRE Layer to Skip LZ - HITPS: 0

Total Server Conpression Suppression - HTTPS: 110

Total Time Saved fromall HTTPS netadata cache hits: 59 <-=-==- Should be
incrementing

Total Time HTTPS Cache M ss: 4

Total HTTPS Requests Requiring Server Content-Revalidation: 32

Total HTTPS Responses not to be Cached: 0

Total HTTPS Connections Bypassed due to URL Based Bypass List: 0

Total HTTPS Connections Bypassed due to | P Based Bypass List: 0

I3l Jp Yo leelds IUsde Idppdsls B IUllz ledle B jslss Iy Jlu pogsl 2ol Bluo suivs)
[Js 1o HTTP AO Jl 98, Blissé Josys Jpyds py9, HTTPS. I3l e sIu lzelds 19w 1d3s wpe
a-.é]'o_o wSluwbd s spdle Idegisu Ipsdw IJedle Joslule I.Jo_g)@;é Sojls> s Jlu Logs)l
2ol Vluoe subs) Ids lusld)e Idegisu ldesde Juslule IJog)sw 1dpdlods JI w9, Wlisss
Jos)é.

SUns) 831 "eug e b 1Jghe Ilgelds" IJs £33 1dpsle IJes wpe Bsol [31Js luw Accept-



Encoding pu bJule HTTPS. B pzlods Joglds, ogb 18 od wsluuls zols WAE. s ins,)
lzelds IJedesele [desunds 1Us esble bods DRE [Js £33 IJp)le IJes we luosh odesele
DRE (wslole IJow)sg: wpbs LZ opbs 1d,iuw) 1Js 9228 DRE: B pzlads Juogb Iduslole
wuvdd e sod.

Jeruo pedssle peleds pu 1dpas) Ipdis B Iluosl, 4.3.1 sldluosble IUiese: fee, zols
W’?‘E‘ Sp lgo) gblgbs > oguise > oS ouse HTTPS slge,) edled IJowsse oluosd
J9s6 IJpgbble IJoldss:

- peddle 09V, 98w luweelws HTTPS (lghs Idwszse: slduisbs: sldegiso Idesde €y
IJeoo2 o)

- g2 gpdsle crumso HTTPS (£33 p)le cbousd I po gpdsle IJozuwso 1desdsys igdlo)

- ousle wpuwso HTTPS (Jzese gpdsle ceuvso HTTPS: Cpl WS 3JY slYsle 1o iso
IUpsde Joslole IJogssd sedestlo DRE 9pug wuv s, 1Ughbe)

Jpuiloss pedople woopse Idigble gds wedsd sluw HTTPS seldle IJgbl luwegse 110, show
statistics accelerator http debug Joegsss pl sJs:

- 8351395 1Upgud pa 9wl 983501 301 9 304 9 401 >

. £33 5,99 w HTTP gl oslyol sluwldswol

Cdgwole 3p wisu luveelole HTTP pddul

zplds g3 lweglole HTTP IJos swp wiisvel padoel

cdgwole 830 wdsspe bdule HTTP oy 31956 IJogiso 1Jpsde 1 eedss

Iuwegse Ile, show statistics connection optimized http JJoz 86 po 1w zol; WAAS s 89,
Clouble louoldle HTTPS [Jpz . wzdd pu bog) JJ pu "H" 9"S" W6 gp95 Acel Jlouoldle
HTTPS: ppl suvs) IJs luveésle IJ pu spdle Idozde bs 1909 J HTTP 9 SSL: gJs 1oy
lJolds:

WAE674# sh stat conn opt http

Current Active Optim zed Fl ows: 2
Current Active Optimzed TCP Plus Fl ows: 2
Current Active Optimzed TCP Only Fl ows: 0
Current Active Optimzed TCP Preposition Flows: 0

Current Active Auto-Discovery Flows: 0

Current Active Pass-Through Fl ows: 0

Hi storical Flows: 100

D: DRE, L: LZ, T: TCP Opti mi zati on,

A: AO M C. CIFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer | D Accel

5929 10. 10. 10. 10: 3446 10. 10. 100. 100: 80 00: 14: 5e: 84: 24: 5f THusDL <——————- Look
for "H" and "S"

SpJdud IJoz 9l pu !aya|:5§|o IJlooold JJlouoldle 1JpgJ8s wluwegsle i_9|,oJ show statistics
connection closed http |9 show statistics connection closed ssl.

Jeruo pedople ppleds po "IU1L6 1Jpd586" Tge, zols WAE. &p lee, Gbluis > cpuusy >
leuolssle IJlouoldle.

S 3. oy leuwolssle Ilouold wlwegsle HTTP.9 SSL



B ol lewplssle IUlouald: sbo, He5 IJeldp Bis £09> "Iduwsluws Ipbo$8" 1uo e
luvegsle HTTP AO JJleuold ssubs) ues OB Ids wlbousd SSLAO. (Uog pduin 1Jelogm
999 ups JpEr96 peluso).

Spdud £00 leuolssle louold HTTPS Lluueésle Isle, show statistics connection optimized
http detail 9show statistics connection optimized ssl detail.

WAE674# show stat conn opt http detail

Connection |d: 34
Peer 1d: 00: 14: 5e: cd: 9c: c9
Connecti on Type: EXTERNAL CLI ENT
Start Tine: Thu Cct 28 14:47:56 2010
Source | P Address: 10.3.2.1
Source Port Number: 40829

Destination | P Address: 110.1.1.100
Destination Port Nunmber: 443

Appl i cation Name: SSL <=--==-= Should see SSL
Cl assifier Nane: HTTPS <=--==-= Should see HTTPS
Map Nare: basi c
Di rected Mode: FALSE
Preposition Fl ow FALSE
Policy Details:
Confi gur ed: TCP_OPTI M ZE
Deri ved: TCP_OPTI M ZE
Peer : TCP_OPTIM ZE
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ

Accel erator Details:
Confi gur ed: None
Deri ved: None

Appl i ed: HTTP, SSL <===== Should see HTTP and SSL applied
Hi st : None
Ori gi nal Optim zed
Byt es Read: 5162 21874
Bytes Witten: 1977819 5108

Total Reduction Ratio: 98.639%



HTTP : 34

Time Statistics were Last Reset/d eared: Thu Cct 28
14: 47:56 2010
Total Bytes Read: 4620
1972570
Total Bytes Witten: 4620
1972570
SSL : 34
Time Statistics were Last Reset/d eared: Thu Cct 28
14: 47:56 2010
Total Bytes Read: 0
0
Total Bytes Witten: 0
0
Host name in HTTP CONNECT: <====-- the last three counters
apply only to
| P Address in HTTP CONNECT: Proxy Connect type of

HTTPS connections
TCP Port in HITP CONNECT:

&2 31dy6 Idogisu Ipdde Joslule ogrsd HTTP

Jeruo pzuss _93.>Ic: lJogiso :U,o_éLéo IJedle Joslole ogyswd HTTP (lehbo IJwszso sldui,bs
9&s) Idpuooz wo)i luwegsp Ile,) show cache hitp-metadatacache all. sop ¢,50 URL IUJled
sluwoele Iduadless (lJeslus) S8b. spdud lsuol &0 peoss JJ pu ldpeho 1Jeddes
lJedles uu.udJ POk-équ y|u.uot.)|ro |J|9|roJ |JC;|J§6Z

- show cache http-metadatacache redirect-response
- |bol,y IJlworleé 1Juinbes Jsldys IJogssu [Jpdde http-metadatacache
- |bol, 31956 IJowgisu IJps 9w http-metadatacache ¢, 1Jpeos2 wo-response

oo Idperzle IJoessess JJIsle, 1Jpe3ds,6 ledlo Jel sds:

Redi rect Cache

Active entries: 1, Max Entries: 1500

URL: www. abcnews. conl, Expiration (sec): 3206

Condi tional Cache

Active entries: 6, Max Entries: 10500

URL: www. ci sco. com web/fw/ i/ quicklinks-rnd-corners.gif, Expiration (sec): 3594
URL: www. ci sco.com web/fw i/ hp-sprites.gif, Expiration (sec): 3594

URL: www. ci sco. com en/ US/ hone/ i mages/ ba- act sGreen-10go.jpg, Expiration (sec): 3594
URL: www. ci sco. conml en/ US/ horre/ i mages/ f p-e0s3.j pg, Expiration (sec): 3594

URL: www. ci sco. conml en/ US/ hore/ i mages/ f p- AP541n. j pg, Expiration (sec): 3594
URL: www. ci sco. com web/fw ¢/ honme. m n.css, Expiration (sec): 3592

Unaut hori zed Cache

Active entries: 1, Max Entries: 3000

URL: |.ying.conlindex.htm, Expiration (sec): 86393

Sedod puwe pewss 31,6 1dogisu Ipdde Idoedles oluwegsle Il clear cache http-
metadatacache all.



Bl oo 058 puwe p2ess IJ GEisu pIES wuvdd puwcdd: spdud luvesle 1Usle)
IJelJsé:

- puwe 3Yy6 IJegisu IJpd e http-metadatacache |guegly6 Jehe IJoozso
- puwe IJlgweelwd I, bsé J hitp-metadatacache 1Jglo 31956 IJogssu [Jpdde
- puwe 3Yy6 IJogisu IJpdde http-metadatacache IJlgwozlud £8) 1Upg o p0

Bl Juo o8 wass gudlu Hub Jsop 3o Spdud |uuegsle Uip_, lJolds:

et 31,6 IJogisu IJpdde hitp-metadatacache {alllredirect| i, bs|ésy euoie} URL
&ue 38 IJogiso Up_é.j-:a Joslole o&).,sué HTTPS

IJugaso 9IJoujo5 9&5J IJ,ouo_,a uo) quu@p UI,oJ show cache http metadatacache https.
eI IUloy 1Jpblod JJ31Y,6 1Jps8es Juslole og s HTTP. Jlsepe &0 guslo URL
999w luwoele IJuodlzss. spdud Lsu'al e &£ Idbgldle JIYJ po Idpghio 1desdes IJedles
woidd podood dlgwopdle 1isle; 1eldss:

- show cache http-metadatacache https redirect-response
- |bel) | werlyé http-metadatacache 1Jgloé 319,68 IUogisu 1Jedde https [Juis,lbosé
- show cache http-metadatacache https ¢.s) puoie wlJluvoelwé

oo Idptele 1Joessess JJIsle, 1Je3d9 6 Iedlo Jol sdis:

HTTPS Redi rect Cache

Active HTTP entries: 0, Active HTTPS entries: 0 Max Entries: 3250
HTTPS Condi ti onal Cache

Active HTTP entries: 0, Active HTTPS entries: 11 Max Entries: 22750
HTTPS Unaut hori zed Cache

Active HTTP entries: 0, Active HTTPS entries: O Max Entries: 6500

Spdod puwz pewss sesle IJegiso Idpsde IJedle ulguegsle IJie, clear cache http-
metadatacache https.

Bl Jow ©rs puve peess I wiiso pEe wubdd puwodd: spdud luwesle 1isle,
lJoldsé:

- puwe 3lYy6 IJegisu IJpdde hitp-metadatacache https Redirect-response
- puwt luvoelywé hitp-metadatacache Jsld,)6 IJegiso 1Jpedde https I, bsé
- powe 3Y)s IJogisu IJpeddo hitp-metadatacache hittps pg IUlgwoglwé €8 IJpuose wol

wdad IJopdp B 3156 IJogiso IUpsde Juslole IJog s

ldouwes Jigwoeglole HTTP g HTTPS (Vs IJluesl) 4.3.1) 304 o) 316 Idegiso IUpsde
Jouslule Idog)sw zpse wozsole [doedp Vs 31Y56 1w isu IJpsde (Cache-Control: no-
cache. no-store. private. sz -revalidate. proxy-validate. max-age=0. pragma: no-cache). oyl
esh Jogbsd gpdslo IJozdd pu ldoede B 31956 IJogisu 1Jedde oo pel seus o zese
Il weelole 304 IJos wzoss eds p99uw IJopde Bs 31,6 Idegisu IJpdde Idos oo e
ledluss IJogisu ldpdde sup wiisuel padul 9spdu w@rse gose lUbdule IJos weess
eJs 099w Ideede B 31,6 1ogisu IJesde Idos s e ledluss IJogisu IJedde e
3156 IJegiso IJpdde 1dpedss.



Bop Iy websd gpdsle 1dozdd po ldogde Vs 31,6 1Jogisu IJpdde §> Sisd po B9lks>
>I-J_)o Uu@su Ungsu Juslulu IJug)sd JIU uguo U,ouuug)uolu I3 agblp IJgsu 9> sIY9u
lelsé Uu&sa U IJdlsu pu E_JIJ lJglbe IJIuods 9o>| oU uuluo Iu sag_J 3156 IJua)su
lJesde Juslule IJog)sw gy Velds wldugwes Jigweglole 304.

sedo IJopde B 03l 1Ugsh vuvdd puvadd Jbdule HTTPIS (gpdsle wed sldys 1o
IJed ) sldluweelole (gpdsle Il 319,56 IJogsu 1deddw).

Jogbsd gpdsle 1Jozdd eo ldoede B 31956 1Jogiso IJpdde eds bdole HTTP/S 304,
Iowose IUle, Ields:

WAE#accelerator http metadatacache request-ignore-no-cache enable

s,u0 03l IJip, eJs MetadataAcache welod zose wozsele Cache-Control s bJole HTTP/S

304. (sJse IJuesse [no] IJISe )l o Josl IJie, MetadataAcache wodse zose wozsole
Cache-Control B.s bJole HTTP/S 304.)

Jogbsd gpdsle 1Jozdd po ldopde Ss sldus IJogisu IJpdde eds luvoelole HTTP/S
304. Iquogse 1o, IUelds:

WAE#accelerator http metadatacache response-ignore-no-cache enable

s, o3l IJle, eJs MetadataAcache welod zpse w9gsole Cache-Control W lywezlole
HTTP/S 304. (sdje IJupsse [nO] IJIGe,loos Josl IJle, MetadataAcache wod,sp zose
w9zsele Cache-Control W | weglole HTTP/S 304.)

odyp 3156 IJogisu 1desde Joslole IJog s j99uw Idezde WO 31956 IJogisu 1desde
Jluwoglole 301 9 401, bl Jlpe IJlgwegled wpess £Js Is puu99uw guluo) Idoede WOs 31Y,6
lJogisu lJesde (no-cache. no-store. private. must-revalidate. proxy-revalidate. max-age=0.
pragma: no-cache). OJl scp wgiswol p9dul.

lwosulele IJogisu IJedde Jeslule IJogsw

ould weue Idluwowulele Jel wp wisue pddel. Jl spae Ield 3ld,s Idegisu IJesde s
lJoze Vol guspel s9lgo HTTP AO Izs Idyiygb IJeldss Ws bdo/lwegles HTTP/S Idos
owp peldewol:

lgwoelolo sbdole Idubdlss gy 1JEluos o RFC: 535w pu90d/es) uoTsTd: 199U
P )00 )99 uw P 9896 LD €S PUIVE: CUVIS) ES) PUIVE PR

- 2ee eu9lu URL i 0 255 2,8l

NJpgledle IJpgsle JHTTP

- luwlJso WebDav

- b5 86 Ll

- lowoelole 3017401 pg Ldsuw pJd cers Idboulb

- 301 |pwoled swdé leelds bsd Ihluw 19e,) pu 768 Llse

+ 401 |luweelos sode leplds o Iluw 198, pu 384 Llse

- 401 Juwoelod pg zuve p2l

- 401 |gwozlud lgudoo puob s Es) po89p (Couppu IUb,d 1Upseses: Iuwlus: NTLM.
olg o, Kerberos. Digest. OAUTH)



< Jlow HTTP Izsss (loduwle Iluw) posd,; JJpeldes

ouvesd X¢9d HTTP AO

o9, pddle 1wz IJeldss Jlgved ol isble HTTP AO sl oJlzol:

- pdVSle Lwed IJpeglpdle: Nlocal1/logs/tfo/working.log (g /local1/log/tfo/tfo_log_*.txt)
- pdVdle wed IJouozse: /locall/errorlog/httpao-errorlog.current (9 httpao-errorlog.*)

Jousese igbls wuvdd Igwod: szw edsd Iadl esh Slises cede B 1dsuosd Jodss
IJ2ie wpuos sleo.

WAEG674(confi g)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 permit tcp any host 10.10.10.10

Jopdso ouwesd IJpgledle: luuegsp 1oy odsse pydé-log Jel sds:

wae(confi g)# transaction-logs flow enable
wae(confi g)# transaction-logs flow access-list 150

Spdud )00 pdW wolss yuzd Ideglpdle Lluwegsle 1die, type-tail Jol sJs:

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt
Wed Jul 15 13:37:00 2009 :1529 :10.10.10.10 :2004 :10.10.100.100 :80 :OT : END : EXTERNAL
CLIENT : (HTTP) :0 :0 :107 :117
Wed Jul 15 13:37:00 2009 :1529 :10.10.10.10 :1880 :10.10.100.100 :80 : SODRE : END

: 14357 :8406 :2181 :2761 : 0
Wed Jul 15 13:38:19 2009 :1533 :10.10.10.10 :2008 :10.10.100.101 :135 : OT : START : EXTERNAL
CLI ENT :00. 14. 5e. 84. 24. 5f :basic

: O her : Ms-EndPoi nt Mapper : F : (TFO (TFO (TFO (TFO (TFO :<None> :(EPM (EPM
(EPM :<None> :<None> :0 :120
Wed Jul 15 13:38:19 2009 :1534 :10.10.10.10 :2009 :10.10.100.101 :1025 : OT : START : EXTERNAL
CLI ENT :00. 14. 5e. 84. 24. 5f

:uui de3514235- 4b06- 11d1- ab04- 00c04f c2dcd2

Jlesh cuvesd wuoese Iigble J HTTP AO g pdswo: luwagse 1I9le, IJelJss.

pdlzbd: o umzsd wuoese IJigbls 09 9238 1Upeldzs 1derdiss (CPU) IJpdeds 9spdu lu sé9e
clogile dpse Josid pu Ul luvogpdsol zdes 99dsd Vs wsise luole.

Spdud cpdso ldogwesd IJovdosds s 1J8,ue:
WAE674(confi g)# logging disk enable
WAE674(confi g)# logging disk priority detail

SpIdud wepdsu ouwesd vuoese I.Ji'ablc JJlouoldle Bs $lisps IJogde W 1Uguo9J:

WAE674# debug connection access-list 150

lJesblo 1Jgluoo wouozse HTTP AO (Vs 4.2.1 gldlosble IJi@o) os Jpl sds:



WAE674# debug accelerator http ?

al | enabl e all HTTP accel erat or debugs

bypass-1i st enabl e HTTP bypass-1ist debugs

cli enabl e HTTP CLI debugs

condi ti onal -response enabl e HTTP net adat acache conditi onal (304) response
debugs

connection enabl e HTTP connecti on debugs

dre-hints enabl e HTTP dre-hints debugs

nmet adat acache enabl e HTTP net adat acache debugs

prefetch enabl e HTTP prefetch debugs

redirect-response enabl e HTTP net adat acache redirect (301) response
debugs

shel | enabl e HTTP shel | debugs

suppress-server-encodi ng enabl e HTTP suppress-server-encodi ng debugs

transaction enabl e HTTP transacti on debugs

unaut hori zed- r esponse enabl e HTTP aut h-opti m zati on debugs bugs

SpIdud Qpﬁd@ﬂ) ouwesd vuoese Uiabls: Jicsoldle HTTP wpe )02 wolsé ywegd iajolc
oueese lJligble Jol sds:

WAEG674# debug accelerator http connection
WAE674# type-tail errorlog/httpao-errorlog.current follow
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