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S IJzols lsual vouwesd Huwlds gl syslog peleds Jel sds: Sysmon: ZWAAS-SYSMON-3-
445015: wp IJIuus gu bl wp wepsd puvse TFO cubvdd jliss (22 IUlouold)

sedod lawegsle e, E1u0 peodds B slzos ulb, 1Isle, (CLI) Jogass £33 Idlouoldlc
IJpumpese wol 91J0esé 9zpe pis> pu IJpedple.

IJozdd pu 2> loyeld TCP

l9J 1o, o85> 09 show tfo detail. slJos spdo 1o wiurd Je o0 louoldle TFO IJepuwé IJos
SpIdu JJgolj peldewol Jpl sds:

wae- 7341# show tfo detail

Policy Engine Config Item Val ue

State Regi st ered

Defaul t Action Use Policy

Connection Limit 12000 <—===-- Maximum number of TFO optimized
connections

Ef fective Limt 11988

Keepal i ve ti meout 3.0 seconds

Seund Bspé 23 IUlouold Llo zols WAAS o3l spduo s8p IUlouoldle Ipeeuwed TFO L u)gé
12000.

9> sJgu IJp> IJeds ikéJ eu 2> Idlouold 31 iy MAPLAO 9> $le w2 wELP IJlouoldle.
Swp bz ldloyoldle 1deezeid pu s IJlouold" Jdeuesd eds "ldes IJwseld".

IJozldd pu louoldle TCP IJeeuwud

Jdop wad@le TCP gds 1Jzols spdud luwegsle 11, show statistics connection (s 1J]u0o1)
4.1.1. Igwegse 110, show statistics connection all). sg, 0 03l 1Jip) s déle TFO/DRELZ IJw.s
Sop peldewol 2ldsl 9or938le 19y 9ldes@le Idos sop peldzool woluwbs pumsg
Cbosd pesu. sds pold gds o3l 1Jle):

wae# show statistics connection

Current Active Optim zed Fl ows:
Current Active Optimi zed TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Reserved Fl ows:

Current Active Pass-Through Fl ows:

Hi storical Flows: 143

2 Cmmmmmm———m Added in 4.1.5
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D:DRE, L: LZ, T: TCP Optim zati on,
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer | D Accel
92917 10. 86.232. 131: 41197 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
92918 10. 86.232. 131: 41198 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
92921 10. 86.232. 131: 41216 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
94458 10. 86. 232. 131: 45354 70.70.7.11: 1026 00: 1a: 64:69:19:fc TDL

36883 10. 86. 232. 136: 1857 10. 86. 232. 131: 1026 00: 1a: 64: 69: 19:fc TDL
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(5gu§ TFO Plus o SO DRE oy LZ o lgwesleo uUluolu_Qo Us TFO) 5100 ) IJ@b

w9l ulos TFO &L;b.

sldesb IJT@ lJp98> 09 wrdile IUIYe il Idodyliss IJogulbs IJQIJsé‘gldus SEHUO
IJesd@le Idos Je swp leshel Clddled Jouooe wrd@le peuwus ly ey @le pass-through.
sddleshb 1JJlpd: szo i SIS UluuoU SYN 9 SYN ACK g ACK Handshake: 909 |p_) PR
Jedlgboo gus ldoglpd pe 2lds 1z pd L_J_)Ls.x Shbo, e3> u)ddlu Je,9) Uuuubo lJzlds
lJlosoldle 1Jos gasol IJzoly JJwess) |9 zse Je ) IJgol; SYN I9 SYN ACK |9 Ig_>|3 ACK. Ju
SUp E_L)‘Ul‘-" odo IJu)k_Qélu du)d&lu rOE_LJ-UuO ulJuL)UuO Ju)d&lu |J|o_)3_)‘ Scv Iu 6d3u
lJzoly 8l eds Idogled pg ol sued lJs 10 Iuog_ld e ldosvile IJpzuwus Idos we
wdsspo Jol.

| |

lJlo

Sewd peese ldesble IJodles IJoldss wess ledlg goly WAE |Js 2> louolJe:

clJesvle IJugilbs IJezguwes IJzldso
- gpdsle wrvg IJIdoulo Idoedyliss IJugilos 1Jzldse :
s ldesvdle 1ezzess 1Jzldss (pw9ed)6 W9 s 4.1.5 9ldluosble 1dlz>e)

131 Il 03l lJpudg puwlas! s 1de, po 23 IJlouold: sJou 1Jzols B 2lds wepsd jlss.
Swp &ue wdluosd 2od IJwswile 1Jgeuw IJpzuvus O 1dzred iuugéJ lJesble.
e, 18 spdod luwegslpo Jerup £33 w333l TFO 1Upszess 2lds! eds 1Jzol; o9 1J1e, show

statistics tfo detail. ide, 1Jgsble Blisss B 1UIE)lz opl "JI. JJleuoldle Iouubs" 9"l olJle
IJogilos” oy "leuolissle peyd IJuwsluws” Jol sds:

wae# show statistics tfo detail

Total nunber of connections 1 22915

No. of active connections 3 <=-==== Current optimized
connections

No. of pending (to be accepted) connections 0

No. of bypass connections : 113

No. of normal closed conns ;19124

No. of reset connections . 3788

Socket wite failure . 2520



Socket read failure . 0

WAN socket close while waiting to wite 1
AO socket close while waiting to wite : 86
WAN socket error close while waiting to read 0
AO socket error close while waiting to read : 80
DRE decode failure 0
DRE encode failure 0
Connection init failure 0
WAN socket unexpected close while waiting to read : 1048
Exceeded maxi mum nunmber of supported connections : O
Buf fer allocation or manipulation failed 0
Peer received reset fromend host : 53
DRE connection state out of sync 0
Mermory all ocation failed for buffer heads 0
Unoptim zed packet received on optim zed side 0
Dat a buffer usages:
Used si ze: 0 B, B-size: 0B B-num O
Cl oned si ze: 54584 B, B-size: 73472 B, B-num 111
Buf fer Control:
Encode si ze: 0 B, slow 0, stop: 0
Decode si ze: 0 B, slow 0, stop: 0
AckQ Control:
Tot al : 0, Current: 0
Schedul er:
Queue Size: IO 0, Sem-1O 0, Non-1GQ 0
Total Jobs: 1O 219110, Sem-1C 186629, Non-10O 49227

Policy Engine Statistics

Session tineouts: 0, Total tineouts: O

Last keepalive received 00.0 Secs ago

Last registration occurred 8:03:54:38.7 Days: Hours: M ns: Secs ago

Hits: 52125, Update Rel eased: 17945
Active Connections: 3, Conpl eted Connecti ons: 37257 <-=---- Active
Connections
Dr ops: 0
Rej ect ed Connection Counts Due To: (Total: 12)
Not Regi stered : 12, Keepalive Ti neout : 0
No Li cense : 0, Load Level : 0
Connection Limit : 0, Rate Limt : 0 <===== Connection
Limit
M ni mum TFO : 0, Resource Manager : 0
d obal Config : 0, Server-Side : 0
DM Deny : 0, No DM Accept : 0

Aut o- Di scovery Statistics
Total Connections queued for accept: 22907
Connecti ons queui ng failures:
Socket pairs queued for accept:
Socket pairs queuing failures:
AO di scovery successful:

AO di scovery failure:
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WO 030 |J|3|p_) 9038 pl Bl UlG g5 IJesBle ldpeuwos 29d 1Jess 1deds, Jieualdle TCP
lJpeuwud JJIao_)o Bl Iy I3dYe Bspdoud g0 wldliosd IJesdd 99&,;90 el ldds syvegse
zese IJosdle Jopsss ol Bl Jlow 2,96 1de)9) 030 pui9es 9ozesd IJzols IJe, po blwo I
10l OS99 I9 eluve Lo9iss JJIPIU I3 Ls Juse Ia) S eds Iduvods.

sse &b "2 Wlouald” Jopyu leuslssle pubgd Iduvsluws WIdledle go £33 IJleuallle IJos
[y _)L9u00|3up_)g5_)0| YUY ualﬁ_) WAE J_)&p uuaugSL90 JluuDL_Jlu TCP |Jpau.uuo |.)| -J'u o3l
gob> prcdele S0l sgos i WAE szLod wuidd pod,y,y £ds louoldle 1de, pel spduo

151 J,p 5Ju €3> IJIUUaUIU IJpauuué L§_,L5._,I U Ug_» Upé)_) JIquUIu TCP U,oauuué 9Jl
IJVJ@I&S lJouuloo UaUso oYU IJIH show statlstlcs connection Is "lUlouoldle 1Jouils" Jo e
"leuolissle peyd Iduwsluws” pu IJi o, show statistics tfo detail. 5.s wELP UCUIU‘ Spdu I
SY9u &35 IJleuoldle Idpeuwus pugduol 2l sddu Idlooldle 1ol UPPU !aual.._s@lu
e IJuwsluws” puwlass cdrsol JJes 1Jpds) JJosdsle [Jpeuwos JJlzess. 9seus o3l
IJsuog 9295 IJesss pu IJesvdle Idos woblod ee lzs IJouousle 9dduel Es) p2336
welel. guspl sblu® wble TCP pLouWl BOlue sz loualdl peuwal. Ju sbo, o3l Idlcold Ws
£ !oyolJlo TCP IJpzuvud zos Swpe luole puoldzs TCP 9use gpdso IJozuvsu. 31 2o
IJzol luo Sgw &30 weuvsy [Jesd @ Buuswpe Lldwo pu £ IJlouoldle Idogislbs oey
lewolissle perd Iduwslyws”

Jeiss po luvedunldd lgble IJzldle IJos szae Bsol wppsd TFO 1Jjkss sowsg logoldle
Iauolsslu p@d lJuwsluwsé [Jougulbs ouwegsp zese logoldle TCP Idpeuwws eds IJzols
quu@ro IJl0, show statistics accelerator detail. 5.s eoelw ol IJie olze Il soldle 1oyl
W2eu leuolssle pprd IUuwslwsd JIJ pumse obosy Jogarss pug ldobosy 1dss
Swwoded odo ldlcaldle IJos Je swpe logblyel olddled. o> 3Jd: lub; 1Js 1elds IJos $>
od9y Vol 030 IJusdB@le Llguegsle IJio, show statistics filtering. 9lJ>s 99, JJ £33 2jp
lJouo9s6 eds IJzolic Jpl sds:

wae# show statistics filtering

Nurmber of filtering tuples: 18
Nurmber of filtering tuple collisions: 0
Packets dropped due to filtering tuple collisions: 0
Nurmber of transparent packets locally delivered: 965106
Nurmber of transparent packets dropped: 0

o

Packets dropped due to ttl expiry:

Packets dropped due to bad route:

Syn packets dropped with our own id in the options:
Syn- Ack packets dropped with our own id in the options:
Internal client syn packets dropped:

Syn packets received and dropped on estab. conn:

Syn- Ack packets received and dropped on estab. conn:
Syn packets dropped due to peer connection alive:
Syn- Ack packets dropped due to peer connection alive:
Packets recvd on in progress conn. and not handl ed:
Packets dropped due to peer connection alive:

Packets dropped due to invalid TCP fl ags:

Packets dropped by FB packet input notifier:

Packets dropped by FB packet output notifier:

Nurmber of errors by FB tuple create notifier:

Nurmber of errors by FB tuple delete notifier:

Dr opped WCCP GRE packets due to invalid WCCP service:
Dr opped WCCP L2 packets due to invalid WCCP service:
Nurmber of deleted tuple refresh events:

o

N
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Nurmber of times valid tuples found on refresh list: 0

SYue> « Number of filtering tuples g5 IJesd$le eds [Jzol) IUes e seuwswol 98 pass-
through. 98 z1Js luwbl) FIN: 909 zlJs IJIE_>I>‘9PI IJs 3JY. JJ 99 p9z29> Sbo, &Js 05:S6
loosu9lzs JIJ gluw pu ldosd @ vese io lJJLSro |J.>§ oylo Vs 03l IUpg)z ¥ sy Idu_)
wJos) pu e Idosvgle IJos oyilesel Ws Ulglp_, IJI@s

Jdewosd £Js p3s3 pu ldpedsele 29d Ideadéle B lisps Idouodss: spdod luvegsle
IJi 0, show filtering list J ol sJ.s:

wae# show filtering list

E: Established, S: Syn, A Ack, F: Fin, R Reset
s: sent, r: received, O Options, P: Passthrough
B: Bypass, L: Last Ack, W Tinme Wait, D: Done
T: Tinmedout, C. Cl osed
Local - I P: Port Renot e- | P: Port Tupl e( Mat e) State
10. 86. 232. 82: 23 10. 86. 232. 134: 41784 0xbc1ae980( 0x0 ) E
10. 86. 232. 131: 58775 70.70.7.11: 3268 0x570b2900( 0x570b2b80) EW

70.70.7.11: 3268 10. 86. 232. 131: 58775 0x570b2b80( 0x570b2900) EDL
70.70.7.11: 3268 10. 86. 232. 131: 57920 0x570b2d80( 0x570b2800) E

10. 86. 232. 131: 57920 70.70.7.11: 3268 0x570b2800( 0x570b2d80) E
10. 86. 232. 82: 23 161. 44.67.102: 4752 0Oxbclaee00( 0x0 ) E
10. 86. 232. 131: 58787 70.70.7.11: 1026 0x570b2080( 0x570b2e80) EW

70.70.7.11:1026 10. 86. 232. 131: 58787 0x570b2e80( 0x570b2080) EDL
10. 86. 232. 131: 48698 70.70.7.11: 1026 0x570b2f 00(0x570b2880) PE
10. 86. 232. 131: 58774 70.70.7.11: 389 0x570b2300( 0x570b2180) EW

70.70.7.11: 389 10. 86. 232. 131: 58774 0x570b2180( 0x570b2300) EDL
10. 86. 232. 131: 58728 70.70.7.11: 1026 0x570b2380( 0x570b2a00) E
10. 86. 232. 131: 58784 70.70.7.11: 1026 0x570b2e00( 0x570b2980) EW

70.70.7.11:1026 10. 86. 232. 131: 58784 0x570b2980( 0x570b2e00) EDL
70.70.7.11:1026 10. 86. 232. 131: 48698 0x570b2880( 0x570b2f 00) PE
10. 86. 232. 131: 58790 70.70.7.11: 3268 0x570b2100( 0x570b2c80) EW
70.70.7.11: 3268 10. 86. 232. 131: 58790 0x570b2c80( 0x570b2100) EDL
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